Project Final Report:The Growing Nonproliferation Challenges in Southeast Asia -- Forecasting Emerging Capabilities and its Implications on the Control of Sensitive WMD-Related Technologies by Lieggi, Stephanie et al.
Calhoun: The NPS Institutional Archive
Center on Contemporary Conflict CCC PASCC Reports
2016-04
Project Final Report:The Growing Nonproliferation
Challenges in Southeast Asia -- Forecasting
Emerging Capabilities and its Implications on the
Control of Sensitive WMD-Related Technologies
Lieggi, Stephanie
James Maritine Center for Nonproliferation Studies
http://hdl.handle.net/10945/48708





J a m e s  M a r t i n e  C e n t e r  f o r  
N o n p r o l i f e r a t i o n  S t u d i e s  
P r o j e c t  T e a m :   
S t e p h a n i e  L i e g g i ,  C a t h e r i n e  
D i l l ,  D i a n e  L e e  
 
 
A p r i l  2 0 1 6  
      
      
Project Final Report: 
The Growing Nonproliferation 
Challenges in Southeast Asia – 
Forecasting Emerging Capabilities and 
its Implications on the Control of 




Executive Summary ....................................................................................................................................... 1 
Introduction .................................................................................................................................................. 2 
Project Background ....................................................................................................................................... 3 
 Status of Strategic Trade Management in the Region ............................................................. 5 
 Review of Project Methodology .............................................................................................. 9 
 Challenges to Managing Dual-Use Trade ............................................................................... 14 
Overview of Projected Growth in Dual-Use Sectors ................................................................................... 15 
 Oil and Gas Sector .................................................................................................................. 16 
 Chemical Industry .................................................................................................................. 19 
 Aerospace .............................................................................................................................. 22 
 Nuclear Energy ....................................................................................................................... 24 
 Defense Products ................................................................................................................... 25 
 Electronics .............................................................................................................................. 27 
 Automotive Manufacturing ................................................................................................... 28 
 Emerging Sectors and Disruptive Technologies ..................................................................... 31 
Outlook for Managing Dual-Use ................................................................................................................. 33 
 Recommendations for Addressing Dual-Use Growth in Southeast Asia . Error! Bookmark not 
defined. 
Conclusion ................................................................................................................................................... 37 
Attachment 1: Jakarta Seminar Report ....................................................................................................... 40 
Attachment 2: Likely Dual-use HS Codes Reviewed in Study ..................................................................... 51 





Southeast Asian economies are experiencing rapid growth. Over the near to mid-term these 
economies will play a larger role in the development and trade of sensitive, high-tech 
commodities—both as customers and manufacturers. The increased prominence of dual-use 
commodities in the region suggests a need for a strengthened security framework to prevent 
possible proliferation of sensitive materials to programs, by both state and non-state actors, 
aimed at developing weapons of mass destruction (WMD).  
To better understand how the growth in Southeast Asia might affect global nonproliferation 
efforts, experts from the Middlebury Institute’s James Martin Center for Nonproliferation 
Studies reviewed and analyzed private industry projections as well as government forecasts, 
deciphering of relevant export statistics as a proxy for growing trends in the region. The project 
team also held discussions with regional industry experts to validate our initial finding related 
to which industries in Southeast Asia should be considered most relevant to the growth of dual-
use goods in the region. Ultimately, the project team identified the following industries and 
sectors for special consideration: oil and gas; chemical industry; aerospace; nuclear energy; 
defense products; electronics; and, automotive manufacturing. The project report reviews the 
prospects of growth in each of these prominent dual-use sectors; CNS researchers also 
reviewed the growth of a number of disruptive and innovative sectors, namely additive 
manufacturing and on-line marketplaces.  
Based on our review of the relevant industries and the current state of trade management 
efforts in the region, the project team prepared recommendations aimed at regional 
authorities and international partners to strengthen the existing strategic trade management 
frameworks and develop systems better able to assess potential proliferation activities in the 
near to mid-term. These recommendations include: continue to monitor trade data and 
independent industry projections develop effective outreach to most prevalent dual-use 
industries; and, engaging industry early and often.   
2 
Introduction 
Southeast Asian nations are already an essential part of the global trade system. The 
Association of Southeast Asian Nations (ASEAN) as a region had a total trade volume of $2.5 
trillion in 2014, and about 80 million twenty-foot equivalent units (TEUs)—or 15 percent of 
total ocean-going containers—pass through ASEAN ports annually.1 The growth rates for the 
fastest developing economies in the region are expected to average about five percent a year 
into the next decade. As the economies in the region grow and increase in complexity, 
Southeast Asian states will play a larger role in the development and trade of sensitive, high-
tech commodities—both as customers and manufacturers. The increased prominence of these 
items, also known as dual-use commodities, in the region points to a need for a strengthened 
security framework to prevent possible proliferation of sensitive materials to programs, by both 
state and non-state actors, aimed at developing weapons of mass destruction (WMD).  
 
Concerns about Southeast Asia’s place in WMD-related trafficking efforts are not new. 
Countries in ASEAN have previously been used as both transshipment conduits and 
manufacturing hubs for WMD trafficking networks. Most notoriously, the nuclear smuggling 
network of AQ Khan employed Southeast Asia-based firms to manufacture centrifuge parts for 
Libya’s nuclear weapons program and utilized ports in the region to transship sensitive 
commodities. Apart from the Khan network, illicit procurement efforts by Iran and North Korea 
have used Southeast Asian entities and ports to obtain sensitive dual-use commodities. In many 
of these transfers, manufacturing firms specializing in sectors such as oil and gas have 
inadvertently sold dual-use materials to suspect end-users. As the region’s capacity to 
manufacture and export dual-use commodities increases in the coming years, it is more likely 
that incidents like these will grow in frequency, and the harm they impart on international 
security may be more severe.   
 
                                                          
1
 Total numbers based on data from: “Table 17 ASEAN Trade, 2013-2014,” ASEAN External Trade Statistics, 
http://www.asean.org/images/2015/July/external_trade_statistic/table17_asof17June15.pdf; and “Container port 
traffic,” World Bank, http://data.worldbank.org/indicator/IS.SHP.GOOD.TU.  
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Until very recently, many governments in Southeast Asia did not see a need to focus much 
attention on the management of dual-use commodities. For many officials, proliferation 
sensitive technologies were not seen as widely available in the region and controls on trade 
would therefore be an unnecessary burden on economic development.  This notion is now 
being challenged by the cases of proliferation activity and the increased manufacturing of dual-
use commodities by ASEAN-based firms.  
Project Background 
The countries of Southeast Asia have grown steadily over the last few decades and their 
importance to global trade and supply chains is significant. The Association of Southeast Asian 
Nations (ASEAN) as a region had a total trade volume of $2.5 trillion in 2014, and about 80 
million twenty-foot equivalent units (TEUs)—or 15 percent of total ocean-going containers—
pass through ASEAN ports annually.  While much of the growth to this point has been based on 
export-led economic policies, the fastest growing nations in the region are also seeing an 
increase in domestic demand which should help buffer continued growth from global 
fluctuations. ASEAN countries are also increasingly interdependent; intra-ASEAN trade makes 
up for about 24 percent of the total volume of trade.2  
ASEAN as whole has been the second fastest growing economy in Asia (after China), having 
seen GDP growth of 300 percent between 2001 and 2013.3 The ASEAN-6—Singapore, Malaysia, 
Indonesia, Thailand, the Philippines, Vietnam—have had an average rate of six percent over the 
last five years; similar rates are expected to continue into at least the next five years. This 
consistent growth is expected to foster technological expansion and sophistication. Based on 
recent export statistics and discussions with regional experts, it is clear that as these countries 
                                                          
2
 “Intra- and extra-ASEAN trade, 2014,” ASEAN website, 
http://www.asean.org/storage/2016/01/statistic/table18_asof21Dec2015.pdf 
3
 GDP growth rates as calculated by the East-West Center’s “Asia Matters For America” site, available 
http://www.asiamattersforamerica.org/asean/data/gdppercapita. 
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develop technologically, the volume of dual-use commodities available in the region will 
likewise increase.4  
 
The entry of more multinational corporations and expansion of foreign direct investment have 
already increased the level of sophistication in many industrial sectors. ASEAN, particularly the 
more advanced economies in the region, is attractive to many foreign firms due to the presence 
of a strong manufacturing base and a labor market that is more affordable than other 
developed Asian countries.  Increased interest from foreign investors will only speed up the 
growth of dual-use capabilities throughout the region.5   
The expansion of both domestic and export markets help explain the strength of ASEAN’s 
economic development, and both will likely help to foster similar growth in the future. ASEAN is 
the world’s third largest market, based on total population, and the fourth largest exporting 
region. The top ASEAN economies are also seeing greater industrial synchronization, resulting in 
more inter-related industrial sectors. Greater integration is one of the goals of the ASEAN 
Economic Community efforts. The integration being sought in ASEAN is likely to have significant 
positive benefits, including increased productivity and greater resilience to outside shocks.  This 
interrelationship is further reinforcing the similarities in industrial structures that result in 
growth in similar sectors throughout the top growing economies in the region. This leads to 
further  increased specialization in the regional supply chain.6 For this reason, looking at the 
growth of sectors throughout the region—and not just in individual countries—is important for 
                                                          
4
 Discussions with regional experts at CNS sponsored roundtable discussion “Forecasting Industrial Development & 
Dual-Use Capabilities in Southeast Asia,” September 29, 2015; report forthcoming.  
5
 Although specific data on the introduction of dual-use technology is hard to identify, anecdotal evidence based 
on discussion with regional experts indicates that large multinational firms have already created manufacturing 
hubs in the region for controlled dual-use commodities. For example, a representative of General Electric working 
on trade compliance issues in the region noted that GE had facilities in both Singapore and Indonesia for the 
manufacture of controlled nickel-alloy clad valves. These valves were specifically intended for oil and gas drilling 
operations. Discussions at CNS sponsored roundtable discussion “Forecasting Industrial Development & Dual-Use 
Capabilities in Southeast Asia,” September 29, 2015; report forthcoming. 
6
 See discussion of this issue in the “Does Growing Regional Integration Make Asian Economies Move More in 
Sync?” section of the International Monetary Fund’s Regional economic outlook. Asia and Pacific from April 2014. 
Available at http://www.imf.org/external/pubs/ft/reo/2014/apd/eng/areo0414.pdf.   
5 
gaining an overall understanding of technological progress in the coming decade, especially 
with regards to the manufacturing of dual-use goods.  
If ASEAN economic integration continues smoothly, the increased ability to trade, invest and 
move technology across the region is expected to improve growth throughout the region. It 
should be noted that many analysts remain skeptical about how much integration will actually 
occur over the next decade.7 The wide disparity in development between the ten ASEAN states 
remains a major challenge for creating a true open market, and institutional weaknesses are 
likely to continue to slow economic progress for many states. However, the fastest growing 
economies are likely to meet integration goals sooner, spurring development of more high-tech 
industries in the ASEAN-6 countries in the near-term. 
 
As the region’s capacity to manufacture and export dual-use commodities increases in the 
coming years, it is more likely that incidents involving dual-use transfers will grow in frequency 
and that the harm they inflict on international security will be more severe.  Until very recently, 
many governments in Southeast Asia did not see a need to focus much attention on the 
management of dual-use commodities. For many officials, proliferation sensitive technologies 
were not seen as widely available in the region and controls on trade would therefore be an 
unnecessary burden on economic development.  This notion is now being challenged by the 
known cases of proliferation activity and the increased manufacturing of dual-use commodities 
by ASEAN-based firms.  
Status of Strategic Trade Management in the Region  
A growing number of authorities in ASEAN are beginning to pay more attention to the issue of 
proliferation and dual-use commodities by adopting trade regulations aimed at managing the 
export and transshipment of sensitive items. This is in large part due to the adoption of UN 
Security Council Resolution 1540 (UNSCR 1540) in 2004. UNSCR 1540 requires all UN member 
                                                          
7
 See D. Pilling, “The Fiction of a Unified South-East Asia,” Australian Financial Review, December 11, 2015; and 
Sanchita Basu Das, “The ASEAN Economic Community: A Work in Progress,” The Diplomat, May 23, 2015, 
http://thediplomat.com/2015/05/the-asean-economic-community-a-work-in-progress/. 
6 
states to implement measures that prevent non-state actors from acquiring and trafficking in 
WMD and related materials. The resolution was adopted under Chapter VII of the UN charter, 
making it legally binding.  Strategic trade controls are a key element of the UNSCR 1540 
mandate.8  
 
These trade control systems, which typically include relevant legislation, control lists that 
inform licensing decisions, and enforcement procedures, are expanding in ASEAN and even the 
lesser developed economies in the region are beginning to pay attention.9 Many countries in 
the region have or are planning to use localized versions of the European Union’s dual-use 
control list, which is a comprehensive collection of commodities that includes all items under 
the major multilateral export control regimes--Wassenaar Arrangement, Nuclear Suppliers 
Group, Australia Group, and the Missile Technology Control Regime. Using the EU list gives 
countries in the region a firm starting point for their controls. For those taking this approach--
which currently include Malaysia, the Philippines and Thailand—this allows for a common, 
thoroughly-vetted basis for risk assessment for licensing authorities and domestic firms.   
 
Singapore was the earliest adopter of a strategic trade management system and its system 
remains the strongest in the region.10 The Singapore Strategic Goods (Control) Act (SGCA) was 
adopted in 2003, predating UNSCR 1540. Singaporean authorities had already felt pressure 
from its international trade partners about possible use of its port as a transshipment point, 
and Singapore’s high-tech industry was also seen as a potential source of proliferation sensitive 
technology. The SGCA was also in reaction to increased concerns about terrorist acquisition of 
WMD materials. In 2007, Singapore further strengthened its regulations by including more 
precise definitions of brokering; more recently, in 2015 new regulations were adopted by 
                                                          
8
 For an overview of UNSCR 1540 implementation see the Nuclear Threat Initiative’s “UNSCR 1540 Resource 
Collection,” at http://www.nti.org/analysis/reports/1540-reporting-overview/ 
9
 Carl W. Baker & David Santoro, “Why implementing strategic trade controls is in ASEAN’s interests,” 
September 1, 2015, http://csis.org/publication/pacnet-54-why-implementing-strategic-trade-controls-aseans-
interests.  
10
 George Tan, “Singapore’s Journey Towards its Implementation of Strategic Trade Controls,” Strategic 
Trade Review, Volume 2 Issue 2, 2016, http://www.str.ulg.ac.be/wp-
content/uploads/2016/03/Strategic-Trade-Review-Issue-02.pdf.  
7 
Singapore that streamlined the incorporation of changes to the control lists of supplier groups 
and Singapore’s key trading partners like the EU and the US.  
 
Malaysia adopted its Strategic Trade Act (STA) in 2010, creating a comprehensive system that 
included rules on brokering and transshipment, and a full set of control lists modelled after the 
EU lists.  The STA was in part a response to the increased use by proliferation networks of 
Malaysian company and ports and the pressure on Kuala Lumpur from its major trading 
partners.11 The adoption of UNSCR 1540 and its wider acceptance in Asia also allowed the 
Malaysian government to pass these rules without it being seen as bowing to the demands of 
outside firms. The 2010 Malaysian law has been widely seen as a model for other ASEAN 
countries to follow when establishing their own systems.12 Malaysia uses the EU’s control list as 
a basis for their licensing system and established the Strategic Trade Secretariat to manage the 
implementation of the controls. Following the lead of Singapore and some of the major supplier 
countries, Malaysia is increasing its industry outreach as a means to improve implementation of 
the STA. Malaysian officials still find the lack of human resources and lack awareness industry as 
a major challenge in its STA implementation.   
 
Most recently, the Philippines passed their own strategic trade management act in November 
2015. Philippine authorities had been trying pass some version of an export control law since 
2009 but lack of political will in the Philippine parliament had kept the bill from moving forward 
until 2015 when President Benigno Aquino made it a priority of his last year in office. The 
easing of concerns about the possible negative impact of trade controls was in part due to the 
fact that the systems in both Singapore and Malaysia appeared to show positive impacts on 
economic development (or at the very least – no major negative impact.) While it is too soon to 
assess the effectiveness of the Philippine system, it closely followed the Malaysian model, 
including the creation of a Strategic Trade Management Board.  
                                                          
11
 Stephanie Lieggi, “Malaysia's Export Control Law: A Step Forward, But How Big?,”  NTI Issue Brief, May 10, 2010. 
http://www.nti.org/analysis/articles/malaysias-export-control-law/ 
12
 Mohamed Shahabar Abdul Kareem, “Facilitating Trade in a Secure Trading Environment,” 1540 
Compass, Fall 2013, http://cits.uga.edu/uploads/compass/compass2-06-kareem.pdf 
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Other countries in the region lack a comprehensive control law or set of controls that cover all 
major dual-use sectors; however other ASEAN economies are beginning to develop their own 
systems. In October 2015, Thailand announced a list of items that would be used as the basis 
for a future dual-use list. The list, closely following the EU Dual-Use list, included over 1200 
items and was scheduled to be enforced beginning in 2018. In announcing the list, Thai 
authorities highlighted that the “implementation of the measures conforms to the UN Security 
Council's Resolution 1540” and noted that since other countries, including Singapore and 
Malaysia, “already have [dual-use item] management system in place, Thailand will lose its 
competitiveness if it doesn't have one."13 These remarks from Thailand do point to a slow 
change in the region; countries are starting to view nonproliferation related controls less as a 
weight on trade and economic development and more as a necessity for being able to access 
more high-tech markets.  
 
Despite positive movement generated by the creation of legislation throughout the region, 
both regulatory authorities and domestic industries in ASEAN remain unaware of the extent to 
which locally-based firms can contribute inadvertently to the proliferation of WMD-related 
programs. Authorities have not typically undertaken wide surveys of their industries and 
companies in the region are generally unaware of the sensitivity level of their products or the 
equipment they are using. In part this is due to the rapid growth in industries new to the region 
where proliferation sensitive items are major components for manufacturing and production. 
These industries include the oil and gas sector, chemical, aerospace, energy (particularly 
nuclear), increasingly advanced electronics, and automobile manufacturing. The management 
of proliferation sensitive technologies in Southeast Asia is likely to be further challenged by the 
recent advent of disruptive technologies that traditional supplier countries are still grappling 
with controlling, like additive manufacturing. All this is made more complicated by the growing 
popularity of on-line marketplaces in the region, and the extent to which these portals are able 
                                                          
13
 Arunmas, Phusadee. "New Curbs Put on 'Dual-use' Weapon Items." McClatchy - Tribune Business News, Oct 03 
2015. 
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to quickly facilitate exports of proliferation sensitive dual-use commodities from smaller firms 
less cognizant of the need to control these materials. 
Review of Project Methodology 
Creating a security framework that will be responsive to the needs of future challenges can be 
difficult.  In most cases, nonproliferation policies are reactive, only making changes after 
serious diversions have occurred. For instance, when looking at reactions to AQ Khan’s use of a 
Malaysian company--no one in Malaysia realized the extent to which their industries could 
already contribute to illicit WMD trafficking. Creating a proactive framework that better 
predicts the challenges ahead and use resources wisely will go far in improving nonproliferation 
efforts, not just in Southeast Asia, but in other developing regions throughout the world. With 
this in mind, this research aimed to better understand the trends in industry and gauging likely 
progress of dual-use commodities in the next decade in order to inform regional authorities, 
international partners, and the relevant industries in ASEAN and to assist in creating a proactive 
framework for managing their new and emerging capabilities.  
 
Although ASEAN is moving towards more economic integration, as mentioned above, there are 
still wide variations in the growth and strength of the 10 members. As the project’s aim was to 
forecast growth in dual-use commodities in the short to mid-term, the research team decided 
that the primary data collection should focus on the countries with the most diversified 
economies.   These countries were not necessarily the fastest growing but they were typically 
the ones with the most advanced economies and those most integrated with global supply 
chains. To determine which countries to focus on the project team looked at GDP per capita, 
indications of continued growth, and the Economic Complexity Index.  Economic complexity is:  
 
[The] measure of the knowledge in a society that gets translated into the products it 
make.  The most complex products are sophisticated chemicals and machinery, whereas 
the world’s least complex products are raw materials or simple agricultural products. 
10 
The economic complexity of a country is dependent on the complexity of the products it 
exports. 14 
 
Of the 10 ASEAN countries, those that appear to have the most significant prospects of growth 
in dual-use are Vietnam, Philippines, Indonesia, Thailand, Malaysia and Singapore, in large part 
based on their Economic Complexity Index (ECI) score being above 0.   
Country 
GDP per capita 
USD (PPP)  
Average Annual GDP 
Growth 2010-2014 ECI ≥ 0 
Cambodia 3,334 6.95 No 
Myanmar 4,923 6.9 No 
Laos 5,096 8.25 No 
Vietnam 5,644 5.84 Yes 
Philippines 6,846 4.88 Yes 
Indonesia 11,498 5.78 Yes 
Thailand 14,333 3.6 Yes 
Malaysia 24,607 5.78 Yes 
Singapore 82,714 6.42 Yes 
Brunei 82,850 0.56 No 
 
For the project’s data collection, CNS chose to exclude Singapore since its GDP per capita is 
significantly higher than its neighbors and it has an existing, mature trade management system 
on par with most traditional supplier countries. As such, it was considered too different from its 
neighbors and that trade data from Singapore might skew the overall picture of the region.  It 
should be noted that while Brunei Darussalam has a similar per capita rate to Singapore, its 
economic complexity ranking falls well below that the ASEAN countries being reviewed.15  
Brunei’s lack of economic complexity is largely due to its complete reliance on oil exports to 
support its economy.16 Although the development of dual-use technology in Brunei remains a 
possibility, its prospects are more akin to the less advance ASEAN countries—Cambodia, Laos 
DPR, and Myanmar—over the next decade.   
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 “Glossary,” The Atlas of Economic Complexity, 
http://atlas.cid.harvard.edu/about/glossary/#economiccomplexity 
15
 According to The Atlas on Economic Complexity (http://atlas.cid.harvard.edu/) Brunei’s ECI is -2.543563, whereas 
in comparison Myanmar’s ECI is -1.167571, Thailand’s is 0.9931926, and Singapore’s is 1.613748.   
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The methodology for this research included review and analysis of private industry projections 
as well as government forecasts, deciphering of relevant export statistics as a proxy for growing 
trends in the region, and discussions with regional industry experts that helped cross check our 
analysis with individuals most aware of the growth of key industries. In the first stage of the 
research, the project team undertook a comprehensive review of the projections of various 
high tech industries where controlled dual-use commodities are prominent.  Determining which 
sectors to review was based on a rough determination of what commodities are most likely to 
be controlled by multilateral export control regimes combined with previous experience with 
industry outreach.  
 
Once a rough list of dual-use industries was determined, the project team began a review of 
industry projections, relying heavily on well-regarded and comprehensive databases such as the 
Economist Intelligence Unit’s country and industry analysis and Business Monitor International. 
The project team also based projections and analysis on the data provided by The Atlas on 
Economic Complexity.  The Atlas, which also tracks the ECI of many countries, provides 
visualizations of which products are produced and exported from a given country. It utilizes the 
trade data collect “to suggest products a country could begin manufacturing in order to fuel 
economic growth.”17  
 
In order to validate the largely qualitative industry projections from the initial stage of our 
research, the project team looked for a quantitative method to track trends in dual-use 
commodity production and capacity. Based on previous experience with using trade data to 
predict the volume of dual-use commodities in a given economy, the project team chose to 
analyze data from the UN Comtrade database, a repository of official trade statistics. The 
research looked specifically at export data to get a rough estimate of the volume of currently 
traded proliferation sensitive goods. We analyzed the export of certain items based on their 
Harmonized System (HS) Code from the selected five countries over the previous five years of 
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 See more on The Atlas at http://atlas.cid.harvard.edu/about/.  
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available data (2009-2014) to chart the overall growth in production. The HS Code system was 
developed by the World Customs Organization (WCO) and its member states to uniformly 
categorize commodities traded internationally. HS codes include 5,000 commodity groups 
organized in a hierarchy of chapters (two digits), headings (four digits), and subheadings (six 
digits). Some countries have gone beyond the sixth digit, having codes that might go to eight or 
ten digits in order to describe commodities in more detail. 18   
 
HS Codes With Likely Dual-Use Implications*  
Chapters Description of Categories of Items 
28  Inorganic chemicals; organic or inorganic compounds of precious metals, of rare-earth 
metals, of radioactive elements or isotopes  
29 Organic Chemicals 
38 Miscellaneous chemical products 
70 Glass and glassware 
73 Articles of iron and steel 
75 Nickel and articles thereof 
76 Aluminum and articles thereof 
84 Nuclear reactors, boilers, machinery and mechanical appliances; parts thereof 
85 Electrical machinery and equipment and parts thereof; sound recorders and reproducers, 
television image and sound recorders and reproducers, and parts and accessories of such 
articles 
88 Aircraft, spacecraft, and parts thereof 
90 Optical, photographic, cinematographic, measuring, checking, precision, medical or surgical 
instruments and apparatus; parts and accessories thereof 
96 Miscellaneous manufactured articles 
*The survey included numerous headings and subheadings under each chapter listed that are likely to include 
dual-use items. The full table of HS Codes reviewed and the graphs of their export growth can be found in 
attachment 2 of this report. 
 
Our analysis saw a steady, if not always rapid, growth in many categories with potentially 
proliferation sensitive commodities. Although this result appeared to bolster the validity of the 
analysis based on other data used in our forecasts, it is important to note a number of caveats 
on the data set we used. First, Comtrade data can be unreliable as countries use different levels 
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 A useful breakdown of the structure of the HS Codes and relevant nomenclature can be found in Appendix 2 of 




of quality control when preparing these statistics and dependability of reporting varies from 
country to country. Sometimes adjustments need to be made to deal with discrepancies or 
anomalies. For instance, Vietnam had not yet published statistics for 2014 when the project 
team was compiling the data for this research. To deal with this discrepancy, we used Vietnam’s 
2013 numbers as a proxy for 2014 in order to have a reasonable estimate of overall growth in 
the different sectors reviewed.  
 
A second weakness with the data set that needs to be accounted for is that the use of HS Codes 
to identify likely dual-use commodities being traded is still more art than science. Our 
judgement on which HS headings (four digits) and subheadings (six digits) to analyze in this 
research was based on previous work done by CNS experts as well as experts at King’s College 
London in correlating HS codes with dual-use control lists. The EU’s Joint Research Center has 
also published work on the correlation of HS codes to dual-use controls, which were very 
helpful for this analysis.19  
 
Although the four and six digit specifications do allow for some refinement identifying possible 
dual-use commodities, none of the correlations to proliferation sensitive commodities are 
perfect and much work is needed to improve the predictive nature of HS codes when looking 
for controlled commodities. Additionally, with only four to six digits it is difficult to discern what 
percentage of the chapter contains dual-use commodities. It could range from 5-95 percent 
depending on the number of commodities that fall under a particular chapter heading.   
 
Some countries have taken their HS codes out to the eighth and tenth digit, thus enabling a 
greater ability to properly track transfers of controlled commodities. If more countries were to 
do this, use of HS code to track dual-use export could be further refined.  Keeping in mind both 
the issue of reliability of the Comtrade data and the imprecise nature of the current HS code 
correlations, we considered the ultimate results of our data analysis as: 1) providing an 
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approximation of current volume of trade in dual-use commodities; 2) an indication of the 
extent to which production of dual-use commodities are becoming more prevalent; and 3) a 
proxy of projected growth in key sectors that can be compared to qualitative industry 
projections.  
 
Challenges to Managing Dual-Use Trade 
Based on the project team’s analysis, the sectors that appeared most relevant for our research 
in the selected countries were:  
 oil and gas ; 
 chemical industry; 
 aerospace;  
 nuclear energy;  
 advanced electronics;  
 defense products; and  
 automobile manufacturing 
 
With the key industries identified, ideally regional authorities could structure their systems in a 
manner that best meets the challenges created by these new and developing sectors. 
Improving regulations and control lists to capture sensitive materials in these sectors would be 
only one part of the way forward. Creating outreach strategies that fully engage the most 
relevant industries will also play an important role in stemming the illicit spread of sensitive 
dual-use commodities from the growing economies of the region. 
 As is true in traditional supplier countries, including the US, Japan and the EU, Southeast Asian 
countries have to meet the challenge of managing the trade of dual-use commodities with 
limited resources shared between competing interests. Across the board, export control 
authorities complain that they have to manage their systems on limited resources and must 
justify their decision balancing economic needs that may seem counter to the trade 
management priorities. Having a clearer picture of how dual-use growth will progress in the 
near-term, regional leaders and their international partners should have a greater ability to 
focus these limited resources on the most pressing areas of concern.   
15 
Considering the interconnectivity of the growth of dual-use trade in the different ASEAN 
economies, it is also important to examine how regional organizations may be able to assist in 
managing the relevant security implications in the years to come. In Southeast Asia, regional 
organizations like Association of Southeast Asian Nations (ASEAN), ASEAN Regional Forum (ARF) 
and the Asia Pacific Economic Cooperation (APEC) forum have as yet only played minor roles in 
focusing attention of the issue of controlling sensitive materials.20 Their interest in this area 
may change as more ASEAN countries create systems like the ones in Singapore, Malaysia and 
the Philippines. The options for increasing regional organizations’ interest in this issue are 
discussed in the recommendations section of this report. 
Overview of Projected Growth in Dual-Use 
Sectors  
 
Based on current industry projections and discussions with regional experts, proliferation 
sensitive sectors expected to grow over the next decade include:  oil and gas, chemical, 
aerospace, energy (particularly nuclear), automotive manufacturing, defense products and 
electronics. In reviewing existing trade data—specifically export statistics from the UN 
Comtrade database—the growth in many of these sectors over the last five years is clear. 
Although this data can fluctuate in reliability, and therefore cannot be taken by itself as proof of 
potential growth, the generally positive correlation with industry projections and the views of 
regional experts helps provide some validation of the author’s forecasts with regard to these 
dual-use industries.  
 
The research for this project also pointed to the increased prevalence of many disruptive 
technologies, although many of these sectors are too new to be evident in trade statistics. Two 
sectors in particular the research noted were additive manufacturing and on-line market places. 
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Southeast Asia appears to be adopting additive manufacturing technology—commonly referred 
to as 3-D printing—at a rapid pace. Although Singapore is currently the main regional driver, 
the technology is expected to spread quickly throughout the region. The increasing popularity 
of on-line marketplaces in the top growing economies in the region is likely to also have an 
impact on the ability to manage dual-use trade in ASEAN states.21 The potential influence of 
these two emerging issues will be reviewed separately at the end of this section. 
 
Oil and Gas Sector  
Industries in Southeast Asia related to the oil and gas sector—such as drilling, production, 
refining, and petrochemicals—are expected to grow, albeit at slower rates than the previous 
decade, and gain market share over the next decade. While earlier growth was largely tied to 
investment from foreign companies and joint ventures, growth in the near future is likely to be 
centered on investments and technical development of local oil companies.22  
 
The materials required for the oil and gas sector can have significant dual-use capabilities and 
industries manufacturing for this sector have been previously duped by claims that dual-use 
items were actually meant for oil and gas production. Categories of commodities that industry 
experts see as being proliferation sensitive are numerous and include items like: 
 Pumps and valves (usable in chemical weapons and nuclear weapons development); 
 Specialized lubricants and other chemicals (relevant to chemical weapons 
development);  
 Gyros and guidance systems (used in O&G industry for installing pipelines, for instance, 
but can also be useful in missile development); and  
 Drilling equipment including piping (usable in various WMD, particularly nuclear and 
missile development.)  
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In the case of the AQ Khan network, for instance, the Malaysian company Scomi Precision 
Engineering (SCOPE) manufactured numerous different components including casings, 
molecular pumps, crash rings, stationary tubes, clamp holders, and flanges. Indeed, the 
employees of SCOPE believed the items they were producing were for oil and gas production.23 
Instead, they were used to finish the assembly of centrifuges meant for Libya’s uranium 
enrichment program.  
 
Of the top five growth economies, Malaysia had the most significant increase in the oil and gas 
sector over the last few years, with foreign investment playing a major role in this growth. 
Malaysian companies are focusing significant attention on developing liquefied natural gas 
(LNG) resources. In 2015, Malaysia was the world’s second largest exporter of LNG—although 
other Asia-Pacific players, namely Australia, may be threatening that rank.24 Petroleum related 
business accounts for about 20 percent of all government revenue, meaning fluctuations in oil 
prices can be particularly troubling for country’s national budget.25  
 
Indonesia is the region’s largest oil producer—ranking 20th in the world.26 However, the 
country’s oil production has slowed over the past few years, and some projections point to a 
decline beginning in 2017. The decline is in part linked to the lack of regulatory reform in the oil 
and gas sector, which is heavily controlled by Indonesian state entities, as well as a lack of 
infrastructure improvements that hinder improvements in production capacity. Despite this less 
than positive outlook, industry analysts note that Indonesia has significant “below-ground 
potential” which could lead to increase in production if the “business environment improves.”27  
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Thailand is the primary oil refiner in the region and is investing heavily in domestic exploration 
as well as exploration in other countries like Myanmar.28  However, foreign investment, which is 
likely needed to expand domestic capacity further, has been hampered by regulatory delays 
and an uncertain political situation in Bangkok. Gas production has been on the decline over 
the last few years and that is likely to continue in the direction in the near future.29  
 
Vietnam and the Philippines had the least active oil and gas sectors of the five countries 
surveyed. The Philippines is a major consumer of oil and gas from its neighbors, receiving 
almost its entire supply of refined petroleum products from Asia – including about 25 percent 
from other ASEAN countries.30  Likewise, Vietnam’s oil and gas production has been on the 
decline in recent years in spite of marked increases in domestic consumption. Vietnam’s oil and 
gas sector is dominated by state-owned Petro Vietnam, which has been seen as a barrier to 
foreign investment. On the upside, Vietnam is pushing forward with off-shore exploration 
efforts, despite maritime disputes in the South China Sea.   
 
Although the prospects for consistent growth in this sector are tenuous for ASEAN’s top growth 
economies, most analysts see it remaining as a major area of investment and economic 
productivity in the region. While production may slow, it is not expected to decline rapidly in 
the next decade. Additionally, the level of domestic investment placed by all five states 
surveyed into the oil and gas sector means that the sector will likely continue to play a major 
role in increasing the presence of dual-use commodities in the year to come, particularly in the 
manufacturing firms aimed at servicing this sector. This growth in manufacturing will further 
increase prevalence, as well as indigenous development, of dual-use equipment such as 
precision machine tools that are also crucial for development of WMD and missile programs. 
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The growth of the chemical industry in the region is in part associated with the growth of the oil 
and gas sector, as much of the chemical manufacturing taking place in the region is related to 
petrochemicals. However manufacturing in other sectors, including plastics and basic 
chemicals, is also on the rise in the region.31 When looking at export statistics from UN 
Comtrade, the HS chapters related to controlled and other sensitive chemicals have grown at a 
relatively steady rate since 2008. These chapters include commodities—both chemicals and 
related equipment—that are controlled for nonproliferation purposes—either as part of the 
Chemical Weapons Convention (CWC) or the Australia Group.32  
 
Regional experts at the roundtable meeting held as part of this project in September 2015 
highlighted the increasing prevalence of dual-use chemicals in the region—particularly in the 
petrochemical and agrochemical sectors.33 Of the five economies surveyed, regional experts 
saw Malaysia and Thailand as the fastest growing chemical industries, although Indonesia was 
also expanding rapidly.   As the production of the most proliferation sensitive chemicals are 
controlled by the CWC, of which all ASEAN state are members, a number of industries in the 
region are already aware of the need to control those commodities. However, many small and 
medium size enterprises (SMEs) in the region, including in the top growing countries, are less 
cognizant of the potential security impact of their products.  Additionally, many companies 
remain unfamiliar with controls on dual-use equipment, which although covered by the 
Australia Group are not covered by the more universally accepted CWC.    
 
                                                          
31
 “Basic chemicals” are produced in large quantities for industrial needs and are traded within the chemical 
industry before becoming a final product for the general consumer.  See definition at The Essential Chemical 
Industry Online, http://www.essentialchemicalindustry.org/chemicals.html. Some basic chemicals are controlled 
under the Australia Group and/or the CWC Schedule 3.  
32
 The Chemical Weapons Convention is the multilateral treaty which bans the development and use of chemical 
weapons. The Australia Group is the multilateral export control regime that focuses on chemical and biological 
related materials. Both the CWC and AG have lists of items that should be subject to trade controls for 
nonproliferation reasons. All ASEAN members are also parties to the CWC; a number of ASEAN members, 
particularly Singapore and Malaysia, also include AG lists in their controls.   
33
 Discussions at CNS sponsored roundtable discussion “Forecasting Industrial Development & Dual-Use 
Capabilities in Southeast Asia,” September 29, 2015. 
20 
For Malaysia, the largest chemical producer in ASEAN, chemicals and related commodities 
comprise the second largest share of manufactured exports. As noted by Malaysia’s trade 
promotion agency, the chemical industry is directly linked to other key sectors in the economy, 
including automotive, electrical and electronics, pharmaceutical and construction.34 The 
petrochemical industry in Malaysia in particular is expanding with new facilities being added by 
both domestic and international chemical firms.35 Other parts of Malaysia’s chemical industry 
are also expanding, including in the manufacture of plastics, industrial gases, and specialty 
chemicals.36  All of these sectors include not only chemicals that are dual-use in nature,  like 
phosgene or perfluoroisobutene (PFIB), but also require use of specialized equipment needed 
for CW and other WMD programs, including reaction vessels and distillation columns.37   
 
As the primary oil refiner in the region along with an extensive petrochemical industry Thailand 
is the second largest chemical producer in ASEAN. The country has increased the export of 
chemicals and the petrochemical industry has increased the capacity to produce polymers and 
olefins. Domestic consumption of polymers, which have potential dual-use characteristics, are 
also expected to increase over the next five years.38  
 
Indonesia’s chemical industry ranks third behind Malaysia and Thailand in size. However, the 
government sees the chemical industry as an important area for increased investment. To 
attract foreign and domestic investment in this sector, it has offered tax incentives and 
strengthening the chemical manufacturing sector is part of the government’s overall 
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industrialization strategy. Indonesia’s domestic chemical industry currently includes 
manufacturers of petrochemical, inorganics, and agrochemicals. As with Malaysia and Thailand, 
Indonesia’s manufacturing is dominated by petrochemicals, although industry experts expect 
other sectors to grow in the near term. Indonesian experts specifically noted agrochemicals as 
an area of growth where dual-use chemicals were likely to be used or produced.39  
 
Chemical-related commodities make up about three percent of exports from the Philippines, a 
significantly smaller share than ASEAN’s top chemical producers.40 Philippine manufacturing of 
basic chemicals is on the increase, however, as is output of chemicals related to plastic and 
rubber production.41 Recent production of polymers is also on the increase, spurred on by 
industries like automotive parts. However, analysts feel that Philippine capabilities in polymers 
are underutilized, which may slow growth in the industry overall.42  
 
Vietnam’s chemical industry remains small in comparison to other sectors in the country, but 
recent projections show a potential annual growth rate of six percent. With a new refinery 
coming on line by 2017, operated by Nghi Son Refinery & Petrochemical and Vung Ro 
Petroleum, Vietnam’s petrochemical capacity is expected to significantly increase. With this 
increase, Vietnam could become a self-sufficient producer of many basic chemicals, although 
there are also fears that Vietnam’s progress might result in an overproduction in the region.43 
Although chemical-related commodities hover about six percent of the total exports, the 
government recently approved restructuring plans for the industry that aims specifically at 
increasing exports in this sector and modernizing Vietnam’s chemical manufacturing.44  
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Aerospace 
Beginning in the late 2000s, major multinational companies began working with aircraft 
maintenance and aerospace-related manufacturing industries in a number of Southeast Asian 
states.  Boeing for instance began sourcing some of its spare parts, assembly and maintenance 
services from manufacturing centers in the ASEAN-6 economies. The Asia Pacific region is set to 
be the largest market for new commercial aircraft with orders expected to reach 12,820 units 
by 2032.45 Much of that production will likely be sourced locally by multinational firms relying 
on regionally based suppliers.  
 
Dual-use commodities are ubiquitous in the aerospace industry. Common components from 
civilian aircraft manufacturing can also be used in military programs, particularly in missile-
related development. The precision equipment needed for manufacturing is also dual-use in 
nature, and can be used for both missile and nuclear programs. Even maintenance and 
assembly services, the least specialized of the sub-sectors found in ASEAN, require equipment 
and engineering capabilities that could contribute to ballistic missile development. As domestic 
firms become more integrated in the global aerospace supply chain, they will require more 
precision equipment that until recently has been largely in the hands of traditional suppliers.   
 
Thailand has offered significant incentives to help foster its aerospace industry, including 
exemptions on import duties and corporate tax exemptions.46 Rolls Royce works with a number 
of Thai companies to supply parts and according to a recent interview with a top Rolls Royce 
executive, Thailand’s “strong industrial foundation, good airports and skilled labor” play a major 
role in the country’s success.47 The draw of Thailand for aerospace related production is also 
based on its long-standing reputation as a central airplane maintenance center.  
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Similar to Thailand, Malaysia has offered incentives and provided a good infrastructure for 
aerospace firms to invest. Malaysia’s aerospace manufacturing capabilities are also likely to 
benefit from its investment in military aircraft from Boeing. As part of that deal, Malaysia 
expects to be able to “spin-off” technologies to the civilian aviation sector. Malaysia expects 
these types of projects to allow them to gain access to specialized aerospace technologies.48 
Malaysia is already a hub for assembling aerospace components and includes manufacturing 
repair and overhaul (MRO) activities, as well as design and development.49  
 
The Indonesia aerospace industry received a significant boost when PT Dirgantara Indonesia 
(PTDI) won an Airbus contract to supply wing parts for the A380.50  More recently, in early 
2015, Airbus announced plans to shift its production and assembly of the C295 to West Java 
capital Bandung from its existing factory in Spain. A recent deal with Indonesian based RAI, 
which has ties to the family of former President Habibie, will see PTDI design and build an 
indigenous aircraft. 
 
Vietnam has a number of projects with Boeing and Airbus aimed at increasing their capacity in 
aerospace manufacturing but the progress is slower than many of its neighbors. The Philippines 
has so far been the least successful in the aerospace sector in comparison with the other top 
five growing states in ASEAN; however, Manila is expecting some growth in the aerospace 
sector over the next decade. Aerospace accounted for just 0.15 percent of Philippine GDP in 
2013 but the government expects a modest rise to 0.57 percent by 2020.51  
 
                                                          
48
 Mikhail Raj Abdullah, “Boeing's Partnership In Malaysia To Have Substantial Spin-offs In Transforming Aerospace 
Sector,” Bernama, October 12, 2012, http://aviation.bernama.com/news.php?id=701412&lang=en. 
49
 “Aerospace,” Malaysian Investment Development Authority (MIDA), 2015, 
http://www.mida.gov.my/home/aerospace/posts/.  
50
 “On a wing and a prayer,” Economist, February 15, 2014, http://www.economist.com/news/business/21596589-
state-aerospace-firm-risks-forgetting-lessons-asian-crisis-wing-and-prayer. 
51
 “Aerospace,” Philippine Department of Trade and Industry website, http://industry.gov.ph/industry/aerospace/.  
24 
Nuclear Energy 
The top growing economies in ASEAN have all shown some interest in nuclear energy, although 
the plans and capabilities of Vietnam and Indonesia are more concrete than the other three 
countries reviewed here. The ASEAN states most interested in nuclear power are working 
closely with international nuclear suppliers and any transfer of equipment and technology will 
likely require IAEA safeguards, making diversion less likely. However, as these projects develop, 
the components and equipment that are needed to service the construction and operation of 
the imported reactors will require some level of indigenous industrial involvement. As such, 
companies in the region may begin to manufacture components and parts for nuclear facilities 
in the near to mid-term—including dual-use components such as valves, pumps and piping. 
These firms could therefore potentially become suppliers of dual-use nuclear materials to illicit 
WMD networks outside the region. 
 
Within ASEAN, Vietnam appears to be the fastest growing in the nuclear sector with four 
reactors planned, with the first expected to go on line by 2025. Vietnam is working with 
numerous nuclear suppliers to complete its planned reactors, particularly with firms in Japan 
and Russia.52  In early 2014, the Vietnam-based Doosan Vina was certified by the American 
Society of Mechanical Engineers (ASME) to manufacture certain equipment for nuclear power 
plants. Doosan Vina, the Vietnamese arm of a large South Korean manufacturing company, was 
the first firm in Southeast Asia to get this type of accreditation which signifies that the 
company’s quality assurance programs meet the high levels required for products to be used by 
nuclear industry.53  
 
In Indonesia, domestic interest in nuclear energy is mixed, but even with some popular 
resistance based on environmental, safety and security concerns, the nuclear authorities 
appear intent on development of civilian nuclear capabilities. The National Nuclear Energy 
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Agency of Indonesia, generally referred to by its Indonesian acronym BATAN, operates three 
research reactors. These facilities are used to support the development of nuclear energy in the 
country as well as the production of medical and industrial radioisotopes.  Indonesia also has 
capacity in fuel conversion and fabrication at a laboratory scale.  
 
Malaysia appears interested in nuclear energy, but their efforts remain in the planning stages. 
In 2014, Malaysia announced its desire to develop nuclear energy by 2025 and have 3-4 
reactors providing about 15 percent of the nation’s electricity by 2030. Although that timeline is 
likely to slip, the Malaysia Nuclear Power Corporation (MNPC) appears to be moving forward 
with plans, including having discussions with foreign reactor suppliers, despite continuing public 
concerns about the safety of nuclear power.54   
 
Thailand is not strongly committed to developing nuclear power in the near term, although 
officials have stated that nuclear energy needs to be considered in the long run if the country is 
going to move away from fossil fuels. Thailand’s interest in nuclear energy was significantly 
impacted by the Fukushima crisis; the government reacted by delaying the potential start date 
of construction of a nuclear power plant until 2026.55 The Philippines has also shown little 
consistent interest in renewing a nuclear power program, although the country’s Department 
of Energy noted a plan to look into reinstating the mothballed Bataan nuclear plant that was 
built in the 1980s but never went on-line.  
Defense Products  
The global “Revolution in Military Affairs” that began in the early 1990s has also influenced 
defense and economic developments in ASEAN. The purposeful merging of military and 
industrial applications within defense development has become increasingly common within 
ASEAN, particularly in Singapore, Malaysia and Indonesia where indigenous investment in 
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military technology is significant. This method is seen as increasing efficiencies and assuring 
that investments in defense industries are profitable on the commercial side as well. The 
“spinning off” of military into commercial sectors is prominent in aviation and electronic sectors 
in particular; however, numerous other high-tech sectors benefit from investment in the 
defense sector. Many actors in the region see investment in indigenous capabilities as more 
lucrative and sustainable if military technologies can be directly spun off to commercial 
projects.56  
 
Of the five economies reviewed here, Indonesia has shown the most interest in spinning off 
defense developments into the commercial sector. In an effort to modernize its military, 
Indonesia is expected to double its defense budget in the next year, with some of the increased 
procurement focusing on local industries, although imports and foreign partnerships will still be 
required to further modernization efforts. Indonesia’s three domestic defense producers have 
been developing products for export to other countries in the region.57 Although much of the 
current effort remains strictly focused on military products, defense firms like PT Dirgantara 
Indonesia—which focuses on aerospace manufacturing—develops and manufactures both 
civilian and military aircraft.  
 
While the defense manufacturing sector in Malaysia remains small, it is showing signs of 
growth. Local firms are increasing their technological capacities under cooperative 
arrangements and joint ventures with foreign firms which have resulted in increased indigenous 
production of various defense items including unmanned aerial vehicles (UAVs). Slow growth is 
expected through the end of this decade as the defense industrial base remains nascent. 
However, the Malaysian government is looking to invest heavily in its defense industry, partially 
in hopes of improving overall manufacturing and product development capabilities.58 
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Electronics 
Regional experts point to the electronics sector as an area of expected growth in the years to 
come.59 The electronics industry is already quite substantial in the fastest growing economies in 
ASEAN, but their growth and sophistication is expected to increase over the next decade. 
ASEAN manufactures constitute a significant amount of the world’s consumer electronics, 
including 80 percent of the world’s hard drives.60 The strength of ASEAN in this sector is largely 
due to the region’s relatively low manufacturing costs and positive financial incentives offered 
by governments.61 Throughout the region, multinationals have set-up manufacturing facilities 
for a number of consumer electronics commodities. The transfer of technology occurring in this 
process is improving overall manufacturing capacity in the region. Local industry is likely to 
acquire more dual-use commodities to further advance the region’s electronics sector, 
including production equipment like isostatic presses and testing equipment like oscilloscopes, 
frequency changers and mass spectrometers. Likewise as local firms take on more advanced 
manufacturing, the electronics they produce will have increased dual-use implications, 
particularly commodities like microprocessors, capacitors, and spark gaps.  
 
In Malaysia, the electronics industry accounts for about 25 percent of manufacturing output 
and 33 percent of total exports. Malaysia has shown particular strength in the hardware and 
semiconductor sector, although appears to be weakening in the electronics and electrical 
services sector.62  The Malaysian government has identified the electronics sector as one of the 
National Key Economic Areas (NKEAs) “to help the country to attain high-income status by 
2020.”  
 
Thailand is a major electronics exporter and is an important global source of components for 
hard drives and circuit boards. Numerous multinational companies, including Samsung, LG, 
                                                          
59
 Discussion with regional experts at CNS sponsored roundtable discussion “Forecasting Industrial Development & 
Dual-Use Capabilities in Southeast Asia,” September 29, 2015. 
60
 “Electronics,” Invest in ASEAN website, http://investasean.asean.org/index.php/page/view/electronics. 
61




 “Malaysia economy: Electronics industry in need of reboot,” EIU ViewsWire, November 27, 2015. 
28 
Toshiba and Sharp, have a manufacturing presence in Thailand, lured by the lower average 
wages and government tax incentives. Although multinationals have dominated until now, 
domestic companies, like Hana Microelectronics, are beginning to have a foothold.63 The 
electronics sector currently accounts for about 15 percent of Thailand’s export market. 
However some analysts fear that the Thai electronics market is losing market share to even 
lower wage countries in the region. In an effort to maintain the lucrative export market, 
Thailand-based firms are looking at producing more advanced electronics like converters for 
hybrid cars.64   
 
As noted above, the lower wage countries of Indonesia, Vietnam and the Philippines are seeing 
increased opportunities to grow in this sector as manufacturing and assembly plants are 
relocated from China and elsewhere.65 Industry analysts predict a five percent annual growth 
rate in electronics manufacturing in Indonesia, while Vietnam and the Philippines will see even 
faster growth at 7.5 percent.66 Although Thailand and Malaysia are expected to be priced out of 
some of the consumer electronics market, their focus on higher-end and advanced products 
will likely continue to foster some growth in the sector overall.  As alluded to above, the more 
advanced the electronics industry becomes in these countries, the more likely they are to 
require proliferation sensitive commodities for production and be able to produce items that 
can assist in the development WMD and missiles programs.  
Automotive Manufacturing  
The automotive industry and the auxiliary industries supporting this sector have improved 
engineering and technological capabilities in a number of ASEAN countries. Manufacturing 
facilities for automobiles, particularly cars with advanced systems, require numerous pieces of 
dual-use equipment and commodities. These dual-use products include items like precision 
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machine tools and isostatic presses that can also be used to manufacture components for 
missile or nuclear programs or sensitive chemicals products, like polymers which have 
components that can be used for production of chemical weapons.  Materials required for 
automotive production—particularly carbon fiber and high strength steel—are also dual-use 
commodities that are particularly useful in WMD programs.67 
 
Malaysia’s national car brands—Proton and Perodua—have been relatively successful, in part 
due to government efforts to bolster the industry by imposing tariffs against imported vehicles. 
These two brands, although now threatened by competition as Malaysia’s protectionist policies 
loosen, helped create a strong local production base for Malaysia’s manufacturing sector.68 In 
2014, Malaysia introduced the National Automotive Policy (NAP) which included targeted 
incentives aimed at promoting the expansion of the country’s automotive industry, particularly 
in the production of energy efficient vehicles.  Malaysia has also consistently encouraged 
domestic and foreign investment in the manufacturing of critical components (engines, 
transmissions, and chassis), auto electronic components (engine management system and 
vehicle intelligence system), modular manufacture/system integration, and research and 
development aimed at enhancing domestic technical skills and engineering capabilities.69  
 
Indonesia’s automotive industry is primarily focused on the manufacturing of budget passenger 
vehicles and motorcycles for domestic sale.70 However, more sophisticated product lines, 
including high-end manufactures like Mercedes, are now assembled fully in Indonesia. Although 
the growth of this sector is expected to slow in the next few years as demand fluctuates, 
Indonesia has already established itself as an important automotive manufacturing hub in the 
region. Japanese carmakers like Toyota and Suzuki have recently increased their investments in 
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iranian-run-factory-in-germany/2013/04/15/92259d7a-a29f-11e2-82bc-511538ae90a4_story.html.  
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the manufacturing capacity of their Indonesian facilities. Analysts believe the increased output 
will result in higher automotive exports from Indonesia, particularly to other parts of Southeast 
Asia. Malaysia’s carmaker Proton is currently in discussions with Indonesia’s PT Adiperkasa Citra 
Lestari (ACL) to create a joint venture aimed at developing Indonesia’s first indigenous car 
brand. If this deal were to go through and development were to be successful, Indonesia’s auto 
sector would increase in sophistication and capability.71   
 
Like Indonesia, Thailand is also considered a major auto manufacturing hub. Automotive related 
commodities, including vehicles and related parts, account for about 12 percent of Thailand’s 
exports.72 Most recently, the Thai government has looked toward electric vehicles as the next 
growth segment for this industry, and some Japanese manufactures appear interested in 
sharing their production technology and capacity with Thai counterparts.73  Highlighting how 
support services for an industry can develop dual-use technologies, growth in Thailand’s 
automotive industry is seen as one likely impetus to the growth in domestically manufactured 
machine tools. Automotive and auto parts firms are the customers for about 35 percent of the 
domestically produced machine tools, including advanced lathes.74  
 
Vietnam’s role in regional auto manufacturing supply chain is still small but appears to be 
growing. Vehicle production is on the rise, although not for export. Foreign firms are looking 
more favorably at Vietnam due to lower production costs than some of its neighbors, like 
Thailand. However, it is unlikely that Vietnam will transplant the other three big regional 
players—Malaysia, Indonesia and Thailand—in the near term. This is in part due to the smaller 
scale of production capacity in Vietnam, the limited domestic demand, and the lack of 
economic incentives offered by Hanoi.75   
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The Philippine auto industry is also small although it is a notable source of manufacturing 
output for the country—about five percent of the overall total.  Industry experts see creating 
significant growth in this sector as a challenge because of the lack of raw materials, problems 
with maintaining key testing facilities, and the small domestic market.76 However, recent 
government initiatives, including the comprehensive automotive resurgence strategy (CARS) 
program announced by President Aquino earlier this year, aimed to help the industry overcome 
those challenges. An official from the Philippine Automotive Competitiveness Council noted 
that small and medium sized enterprises (SMEs) play a major role in the Philippine industry. The 
CARS program is aimed to further increase the growth of SMEs in this sector as means of 
creating more skilled jobs.77  
Emerging Sectors and Disruptive Technologies 
Aside from the sectors noted above, industry experts also raised concerns about a number of 
emerging technologies and sectors that have potential to grow in the region but are not 
necessarily being looked at carefully by industry analysts or being captured by trade data. 
According to a 2014 report by the McKinsey Global Institute, disruptive technologies emerging 
in the region “could modernize sectors across Southeast Asia and drive major productivity 
improvements.”78 Regional experts at the 2015 Jakarta roundtable noted that additive 
manufacturing was an area of growth in the region that could have significant implications on 
proliferation of sensitive materials.  Additive manufacturing (particularly 3D printing with highly 
specialized metals and ceramics) can create sophisticated components for use in industry or in 
military systems. Although the technology is thought to be currently out of reach for many 
involved with illicit WMD networks, experts are concerned that the proliferation of this 
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technology could be a major challenge to nonproliferation and export control efforts in the 
near future. 79  
 
In September 2015, a Singapore-based firm, Ultra Clean Asia Pacific, opened the largest 
commercial additive manufacturing facility in Southeast Asia. The facility is meant to service a 
number of key growth sectors in the region, including aerospace.80 Additive manufacturing is 
seen as a disruptive technology by analysts in the region, and as more sophisticated printers 
become more affordable, other companies in the region will likely adopt this form of 
manufacturing for their industries.81  
 
Another disruptive sector that impacts the management of dual-use commodities is that of on-
line marketplaces and e-commerce platforms.82 The rising popularity of on-line marketplaces 
and their use to bolster exports from regional firms, particularly SMEs, is a clear challenge to 
nonproliferation efforts in ASEAN.  SMEs in ASEAN have been moving rapidly to on-line sales as 
a means to increase both domestic and foreign markets. The popularity of on-line marketplaces 
in ASEAN remains small in comparison to other regions, but the potential growth is significant 
as countries improve their IT infrastructure. As has occurred in other parts of Asia, including 
China, Japan and South Korea, as on-line marketplaces rise in popularity, the level of 
sophistication of the products being sold on these platforms also increases. Recent analysis of 
the sale of dual-use materials via global sites like Alibaba and eBay illustrate the challenge these 
sites can pose to nonproliferation efforts. In the Southeast Asian context, SMEs are using local 
on-line platforms to sell their commodities; as the majority of SMEs are unlikely to be aware 
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that products they develop or trade in may be dual-use, this trend can have significant security 
implications. 
Outlook for Managing Dual-Use  
The prevalence of dual-use commodities in ASEAN will grow over the next decade, particularly 
in the top five growth countries. Although current industry projections may fluctuate in the 
sectors reviewed, those fluctuations are not likely to severely impede overall technological 
advancement in the relevant industries. As these industries advance, a framework for managing 
the resulting growth in dual-use technologies needs to be constructed. While the initial steps of 
that framework have been taken by a number of countries—such as Singapore, Malaysia and 
the Philippines—significant work is still to be done in order to assure that the region does not 
become a major supplier of illicit WMD-related commodities.  
 
Previously, both governments and industries in the region have been hesitant to address the 
issue of managing dual-use commodities, in large part because there was little recognition that 
firms in the region were capable of manufacturing sensitive technologies in need of controls. 
The research undertaken in this project appears to show definitively that this assumption held 
by those in the region is no longer true—Southeast Asia is becoming a major manufacturer of 
commodities that could assist with the development of WMD and missiles, and that capability 
will only increase in the next five to ten years.  
 
Industries that are part of the global supply chain are becoming more aware of the need to 
increase their understanding of the security implications of their products. Discussions with 
industry experts for this project appeared to indicate, at least in the case of Indonesia, that 
industry is moving faster on this issue than domestic authorities. Many firms working in high 
tech manufacturing understand countries without established trade management systems 
might be penalized as they try to move up the technological ladder. Domestic companies will be 
less appealing to foreign high-tech firms if the national trade management systems are not 
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effective in preventing diversion. Likewise, companies in the region that are not cognizant of 
the dual-use implications of the commodities they work with are less likely to attract foreign 
partners willing to provide or cooperate on developing sensitive technologies.   
 
Although there is increased recognition of the need for greater awareness as technical capacity 
grows, some regional experts, both from industry and academia, are concerned that too much 
focus will be put on increasing regulation without sufficient outreach. In the opinion of many of 
the industry experts with whom we spoke, increasing regulation would not necessarily improve 
the system and improve trade security.83 Many in industry instead call for a balanced approach 
that includes the most involved industries in the discussion.  
Recommendations for Addressing Dual-Use Growth in 
Southeast Asia  
Ultimately, the sooner countries in the region begin creating an effective system and working 
with the domestic industries that pose the most pressing dual-use challenges, the more likely 
they will avoid unwanted diversion of their technologies. While trade control authorities in 
Southeast Asia (and elsewhere) are burdened by competing economic interest and limited 
resources, they can significantly benefit from a greater understanding of what sectors are the 
most pressing concerns in their borders. Focusing attention on these sectors will help 
authorities build and sustain systems in a more efficient and, hopefully, more cost-effective 
way.  
 
Below are recommendations aimed at regional authorities and international partners that can 
further strengthen the existing strategic trade management framework within the region and 
develop systems better able to dampen potential proliferation activities in the near to mid-
term. The recommendations below stem from the projections reviewed above and are specific 
to dealing with growing dual-use challenges over the next decade, particularly in the top 
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performing countries in ASEAN. They are not meant to supersede current efforts aimed at 
fortifying nascent systems in the region. For ASEAN members that do not yet have fully 
functioning systems with control lists and established procedures, regional and international 
partners should continue to focus on essentials such as establishing a legal framework, and 
creating licensing and enforcement authorities. For the system where these essential aspects 
are still missing, the recommendations below can integrated into current efforts as the 
potential role of dual-use commodities increases.   
 
 Continue to Monitor Trade Data and Independent Industry Projections 
 
The outlook on growth in different industries will change and the needs of strategic trade 
management systems need to change accordingly. Although the projections above are a good 
basis for policy decisions in the near term, remaining vigilant for shifts in industry that might 
affect the dual-use capacities in the growing economies in Southeast Asia is important to 
maintaining effective controls in the longer term. Assuring that strategic trade management 
authorities can obtain and properly utilize detailed analysis of up-to-date trade data would be 
highly beneficial to assuring their trade management systems stays ahead of proliferators. 
Likewise, assuring their access to unbiased industry projections that highlight emerging 
industries and technologies will greatly assist their ability to steer resources correctly.  
 
International partners, the US, EU and others can support further efforts to improve collection 
and reporting of trade data in growing economies to assure the data provided is accurate. More 
attention should also be given to improving the correlation between the HS Codes and dual-use 
controls, particularly the EU’s dual-use control list which many ASEAN states look to when 
creating their own lists.  
 
Regional trade control officials might already have access to government growth projections, 
and this analysis can be helpful as a basis for policies on industry outreach and licensing. 
However, government projections can sometimes be impacted by political or bureaucratic 
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pressures, and suffer from forecast bias. Internal government forecasts, particularly in many 
developing economies, might also lack data related to the outlook of trade partners and likely 
foreign investors. In order to develop a more accurate picture of future industry growth, 
regional authorities need access to independent and unbiased industry forecasts. Combining 
the improved trade data and the independent forecasting would assist regional authorities to 
create policies aimed at coping with coming challenges. 
 
 Developing Effective Outreach to Most Prevalent Dual-Use Industries  
 
To establish an effective strategic trade management system, governments should strive to 
have an inclusive and cooperative relationship with the industries involved with dual-use 
commodities as early as possible. To balance both the security and economic needs of ASEAN 
economies, regional authorities and international partners should focus attention on the 
education of industry, in particular those noted above, about the security concerns related to 
these dual-use commodities. The benefit of using trade data and projections to develop a clear 
understanding of how trade will develop in the near to mid-term is to inform these outreach 
efforts and best identify the sectors of most concern and tailor outreach for these groups.  
 
Industry outreach is a vital part of any strategic trade management system and the 
improvement of these efforts will go far to improve trade compliance in regional companies. 
Outreach can include: creation of curriculum aimed at creating a compliance culture in 
domestic firms; publishing clear guidelines to help industry determine their compliance 
responsibility; and establishing formal or informal lines of communication where industry can 
reach out to licensing officials for questions and clarifications. These outreach methodologies 
and others that might be seen as beneficial to regional authorities should also highlight the idea 
that strategic trade management is not just about controlling and stopping trade, but that 
complying with international norms on the trade in controlled commodities will benefit overall 
economic growth as foreign firms view more companies in the region as “trusted” trade 
partners who understand the need for trade compliance.  
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 Engaging Industry Early and Often 
 
One area that has not been fully tapped in ASEAN, even in countries with relatively well 
established systems like Singapore and Malaysia, is the utility of domestic and regional industry 
groups. These groups can to play a key role in raising awareness on the security challenges 
posed by the increased prevalence of dual-use commodities. This work could go further than 
typical industry engagement, which can often be one-way discussion with government talking 
and industry listening. Industry groups can help act as an effective intermediary between 
companies and the government and create an effective conduit for relaying industry concerns 
to government about scope of controls while at the same time giving strategic trade 
management authorities an avenue to building awareness about the issue. These efforts are 
already taking place at a nascent level in a number of ASEAN countries, and increased focus on 
the industries of most concern, such as those noted above, would likely carry numerous 
benefits.  Domestic Chambers of Commerce as well as sector-specific associations are well 
suited to take a more active role and begin to build understanding within industry for the 
economic imperative for creating effective trade management systems. By identifying the most 
vulnerable sectors now, regional governments and international partners can begin outreach to 
key industries before proliferating entities begin identifying these regional firms as supplier for 
their WMD programs. 
 
Conclusion 
The results of this project further highlighted why growing economies like those in Southeast 
Asian may pose a challenge to the efforts of the international nonproliferation community. As 
they grow, these economies are increasingly open to dual-use commodity trafficking, and 
governments must sufficiently prioritize the management of their dual-use capabilities in order 
avoid becoming the next major threat to nonproliferation and international security. Based on 
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our review of Southeast Asia, it is clear that industries with significant dual-use relevance are 
growing at a steady pace. Regional authorities, bound by international agreements like UNSCR 
1540 and economic imperatives, will improve the  need to have a comprehensive 
understanding of which commodities and industries will pose the greatest challenges in the 
near to mid-term. This project and its resultant recommendations meant to specifically assist 
authorities with the prioritization of trade management efforts and look at tools that will help 
regional officials and their international partners to most effectively use limited resources.  
Getting those industries most affected by controls involved early in the process can be critical 
to removing possible roadblocks to the development of an effective trade managements 
system down the road. As a follow up to this project, CNS will continue to promote the findings 
from this research in regional settings, including workshops that include trade control and other 
relevant officials from Southeast Asia.84 Members of the project team have already briefed the 
findings to potential US government agencies that can assist in supporting industry outreach 
activities in Southeast Asia – particularly the State Department’s Export Control Cooperation 
Office which manages the Export Control and Related Border Security (EXBS) program, the 
Department of Commerce’s Bureau of Industry and Security (BIS) and the Department of 
Energy’s International Nonproliferation Export Control Cooperation Program (INECP). These 
agencies were interested in our findings and saw them as informing their overall cooperative 
work in Southeast Asia.  
One of the stated goals of this research was to create a methodology that can be replicated and 
used by those interested in trade controls and managing dual-use materials, not just in 
Southeast Asia, but wherever economies are growing globally. As a result of the briefings of this 
project’s results, INECP has asked CNS to use a similar methodology to look at dual-use 
capabilities in South America and help identify key industries for outreach there. As we 
continue to work on these types of projections, and continue to publish our work related to it, 
the methodology should become more accessible to authorities globally. Likewise, as US and 
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other international partners adopt the methodology and understand the utility of these types 
of projections for planning of cooperative activities and industry outreach, the wider 
community can build a substantial breadth of knowledge that will assist the global 
nonproliferation efforts in the years to come.     
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Attachment 1: Jakarta Seminar Report 
 
Forecasting Industrial Development & Dual-Use Capabilities in Southeast Asia 
Report from September 29, 2015 Roundtable Discussion in Jakarta  
 
Event Summary 
On September 29, 2015, experts from the James Martin Center for Nonproliferation Studies 
(CNS) hosted a roundtable discussion in Jakarta entitled “Forecasting Industrial Development & 
Dual-Use Capabilities in Southeast Asia.” The event was part of the project “The Growing 
Nonproliferation Challenges in Southeast Asia – Forecasting Emerging Capabilities and its 
Implications on the Control of Sensitive WMD-Related Technologies”, an effort funded through 
the US Naval Postgraduate School’s Project on Advanced Systems and Concepts for Countering 
WMD (PASCC).85 The roundtable provided the project team an opportunity to gain insight from 
experts and officials in Southeast Asia and was meant to assist CNS’s efforts to identify 
industrial sectors in the region where the manufacture of dual-use commodities are becoming 
more prevalent.  The participants were asked to provide the CNS project team with expert 
assessments of the project’s initial findings.  
CNS invited a wide variety of participants with knowledge of growing industrial sectors in the 
region. [See attached Participants List] Although the majority of participants were Jakarta-
based, most had an understanding of not just the current status of industry in Indonesia but 
also in ASEAN more generally. The roundtable also included two Singapore-based experts with 
detailed knowledge of the growth of dual-use commodities in the region.  
The roundtable began with CNS researchers laying out the project’s goals and initial findings. 
This opening discussion gave participants a fuller understanding of the aim of the roundtable 
discussions and the challenges posed by the increased presence of dual-use commodities in the 
region. After the initial discussion laying out the project, specific regional experts were asked to 
briefly address a number of topics in order to open up discussions. These topics included:  
 Current industrial sectors in the region now incorporating dual-use technologies or 
those with the potential of manufacturing dual-use technologies; 
 Status of national trade management systems in the region and their capacity to deal 
with dual-use commodities; 
 Expected growth sectors in the region over the next decade and trends in acquisition of 
dual-use commodities; and, 
 Development of cutting edge technologies in the region and their dual-use implications.  
These topics were structured so as to allow participants to provide insight on issues relevant to 
the project team’s research and analysis. Each of the roundtable sessions resulted in lively and 
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informative conversations that provided the CNS project team with a clearer picture of the 
regional understanding of the future of industry and dual-use commodities. Through these 
productive discussions—highlighted in more detail below—the project team has been able to 
refine their assumptions about the growth in dual-use commodities and better identify key 
industrial sectors in the region. The input from the participants also provided guidance on how 
best to shape recommendations to regional actors and international partners aimed at 
improving the management of sensitive materials in the region over the next decade.  
Overall, the meeting provided the project team with an important check on their initial 
research findings, validating many aspects of the initial work and highlighting new areas to 
review for the final project product. The event also proved to be a success from the perspective 
of the invited participants, who commented that the discussions helped them gain a better 
understanding of the challenges facing the region. A number of participants commented that it 
would be helpful CNS or other organizations to hold this type of meeting on a regular basis to 
increase awareness of the dual-use challenge in the region.   
 
Overview of Initial Research  
To start the session, the project team gave an overview of the initial research findings and list 
of sectors identified for further review. The team also clarified what was meant by strategic and 
dual-use goods and why their growth in the region could have negative implications for 
nonproliferation efforts. CNS noted that no country is immune from possible negative 
economic and security ramifications of destabilizing WMD proliferation, particularly with the 
increased interest of WMD use by terrorist organization. Concerns about the use of these 
weapons by non-state actors and terrorists groups were particularly salient to the participants 
at the roundtable.  
CNS experts outlined how dual-use commodities from the region could inadvertently assist 
WMD development elsewhere. For this project CNS is focusing its attention primarily on growth 
in Indonesia, Malaysia, the Philippines, Thailand, and Vietnam—the fastest growing economies 
in the region.86 Southeast Asian economies—particularly those expecting significant growth in 
the next decade—are already both customers of and potential suppliers for a number of 
strategic dual-use commodities. The project team noted that many industrial sectors expected 
to grow over the next decade will likely utilize an increasing volume of dual-use commodities.  
The project team then provided an overview of the methodology of the project and how the 
roundtable discussion fit into the overall plan of work. The initial stages of the research looked 
at published industry projections and existing trade data to determine which sectors may be of 
particular concern for the nonproliferation community over the next 10 years. CNS researchers 
used industry projections to compile the initial list of sectors that were notable for the project 
research (note the list of sectors mentioned above). That stage was followed by the compilation 
of detailed trade data aimed at better identifying the sectors that had both significant growth 
potential and prevalence of proliferation sensitive dual-use commodities. For this part of the 
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project, the research team used the UN Comtrade Database as well as the Atlas of Economic 
Complexity.87 Participants noted concern that trade statistics could be problematic as a gauge 
of growth in individual sectors, and the CNS project team agreed that these statistics must be 
checked against other data sets and evidence. The CNS project team further noted that the 
roundtable discussion was one method being used to validate with relevance of the results so 
far, including the veracity of the trade data analysis.  
Based on initial project research as noted above, CNS had selected the following industrial 
sectors as those with the most exposure to dual-use goods: petrochemicals (oil and gas sector), 
aerospace, energy (including nuclear), information technology, and automobile manufacturing. 
Participants agreed that these sectors were important, but that the project should also look at 
agrochemicals and electronics. 
 
Regional Perspectives on Dual-Use Growth 
During the roundtable, participants from the region were invited to provide their impressions 
on a number of specific questions related to the development of dual-use commodities in the 
region. They were also requested to point out where flaws might be present in the initial 
research and findings of the project and— most importantly—point out relevant issues that the 
project team might have overlooked.  
 
Status of Dual-Use Commodities and Related Controls 
The discussion began with a focus on the current status of dual-use technology in Southeast 
Asia when a few participants provided their assessments of the state of strategic trade 
management in top ASEAN economies. Singapore has a strong strategic trade management 
system based on its need to be seen as a safe trade and transshipment partner for its economic 
success.88 In the other major economies—namely Indonesia, Vietnam, the Philippines, and 
Thailand—there are growing dual-use trade but a mixed management capability. Of those four, 
Malaysia has the most significant trade management system under its Strategic Trade Act 
passed in 2010.89 The Philippines still lacks a comprehensive dual-use management law, 
although its Strategic Trade Management Act is expected to be signed by the president by late 
2015.90 Authorities in Thailand have created a framework called the Trade Management of 
Dual-use Items (TMD), although this framework has not yet been submitted to the 
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parliament.91 Vietnam has officially noted the importance of trade controls for its economic and 
technical development, but has lagged behind others in the region in creating a comprehensive 
system.92 For Indonesia, no single ministry has taken the lead in creating a comprehensive 
system for dual-use commodities. As noted by a number of Indonesian participants, their 
chemical industry works closely with the Ministry of Industry on controlling goods and nuclear 
regulators, such as BAPETEN, do manage the export of radiological materials.93  
The lack of controls in the region is a growing concern as dual-use technologies become more 
ubiquitous. Sectors of growth noted by regional participants in our discussion included:    
 Semiconductors  Aerospace  
 Automobiles   IT Equipment 
 Robotics94   High grade steel industry 
 Chemicals  Oil & Gas 
 Electronic components and sub-
assemblies  
 Medical equipment / pharmaceuticals 
 Bioscience  Radiological and nuclear related 
materials 
 
Aerospace appears to be prevalent throughout the more developed ASEAN economies, 
although many in the region seem unaware of the volume and complexity of aircraft 
manufacturing present.95 Participants also noted that the groundwork for developing more 
advanced technologies has already been laid in ASEAN. The region currently has on-going 
activities related to software development, medical research, advanced engineering and 
manufacturing (including additive manufacturing), and fundamental research.  
As one participant noted, leakage of dual-use technology from regional firms has already 
occurred, causing significant damage to the global nonproliferation efforts.  For instance, the 
Malaysian based firm SCOPE unknowingly manufactured centrifuge parts for the AQ Khan 
nuclear network. In that trafficking case, as in a few others that have surfaced in the region, the 
Southeast Asian company involved thought it was suppling items for the oil and gas sector. The 
activities of global firms in the region have also increased the ability of Southeast Asia to supply 
sensitive dual-use commodities. In another case, again related to the AQ Khan network, a 
Japanese firm’s Singapore subsidiary shipped precision machinery to Libya for use in that 
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country’s clandestine nuclear weapons program.96 These cases highlight the potential role that 
the region may soon play as a source of sensitive dual-use goods to WMD development 
programs.  
 
Role of Multinationals in Region 
Participants noted that many global companies were creating and employing advanced dual-
use materials in their subsidiaries in the region. Many proliferation sensitive items available or 
being manufactured in Southeast Asia by multinational firms include:  
 specialized valves and pumps (suitable for both oil and gas and nuclear sectors);  
 filtration equipment (usable for both industrial and military chemical programs);  
 bioreactors (dual-use applications in both bio-tech and bio-weapons development); and 
 Computer numerically controlled (CNC) machines and components (important for 
precision industrial manufacturing as well as nuclear and missile development)   
One participant noted that technologies related to additive manufacturing were becoming 
more widely utilized by foreign conglomerates as well as local firms in the region.97  
Some participants working closely with multinational companies noted that many global firms 
with a presence in the region had internal compliance programs meant to assure trade 
compliance with relevant controls in many supplier states. For instance, US re-export rules 
require companies located outside the US to abide by US export controls if they wanted to 
import controlled products. A number of participants noted that many multinationals saw a 
country’s ability to control sensitive technologies and materials as important when deciding the 
types of facilities to establish in a country. Some companies would be hesitant to open 
operations in a country that did not have sufficient controls to protect their high tech 
equipment from being diverted for illicit activities.   
 
Special Focus on Chemical Industry  
Even for the most developed supplier countries, the dual-use challenge of commodities 
commonly used in chemical industry is especially difficult. In part this is due to the fact that 
numerous proliferation-sensitive chemicals have wide commercial applications and many 
chemical facilities are small operations with limited understanding of the proliferation potential 
of their products. The prevalence of dual-use chemicals in the region was highlighted by a 
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 For more on that case see “The Mitutoyo Case: Will Japan Learn from Its Mistakes or Repeat Them?” at 
http://www.nti.org/analysis/articles/will-japan-learn-its-mistakes/.  
97
 Additive manufacturing (particularly 3D printing with highly specialized metal) can create sophisticated 
components for use in military systems. Although the technology is thought to be currently out of reach for many 
involved with illicit WMD networks, experts are concerned that the proliferation of this technology could be a 
major challenge to nonproliferation and export control efforts in the near future. For an indication on how 
prevalent AM is already in the region, see recent report on recent opening of 3D printing facility in Singapore: 
“Largest 3D printing factory in Southeast Asia opens in Singapore,” Channel News Asia, September 28, 2015 
http://www.channelnewsasia.com/news/singapore/largest-3d-printing/2155240.html.  
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number of participants, particularly those from the Indonesian chemical industry and the 
ministries of Industry and Trade who were present. These participants confirmed many of the 
project’s earlier assessments that the petrochemicals sector was strong and growing in both 
Indonesia and the rest of the region. The participants further highlighted the prevalence of 
agrochemicals, noting that it might be useful to include that as a separate sector to evaluate for 
dual-use purposes. Although Indonesia has a large and growing industry, Thailand, Singapore 
and Malaysia have even larger production capacity. The chemicals listed in the Chemical 
Weapons Convention (CWC) schedules were legally controlled by these leading producers in 
the region. This level of control is largely due to the fact that the CWC—which all ASEAN 
countries have ratified—mandates controls on the transfer of these chemicals. For instance, 
Indonesia has implemented regulations that place all CWC scheduled chemicals under controls, 
and transfers require a license from the Ministry of Industry.98  
Participants familiar with progress in chemical industry noted that the sector would continue to 
work on upstream production capacity, particular in production of plastics which has seen 
significant growth over the past few years. As the sector grows, more dual-use chemicals (those 
controlled by the CWC) and related equipment (controlled by the Australia Group) will likely 
become more prevalent in the region.  
 
Dual-Use by Design and Importance of the Defense Industry 
One session of the roundtable focused attention on how some of the region’s economic growth 
relies on the development of technologies that are dual-use by design. Many actors in the 
region, particularly from the defense industry, see investment in indigenous capabilities as 
more lucrative and sustainable if military technologies and development can be directly spun 
off to commercial projects. This dual-use by design issue needs to be taken into consideration 
when looking at the growth in dual-use capacity in the region. This purposeful merging of 
military and industrial applications is common within ASEAN, particularly in the larger 
economies where indigenous investment in military technology is significant. This methodology 
is seen as increasing efficiencies and assuring that investments payoff. The spinning off of 
military into commercial sectors is prominent in aviation and electronic sectors in particular, 
however numerous other high-tech sectors are also benefiting from investment in these 
technologies. Additionally, many ASEAN countries are looking to military exports because 
development is not always profitable if products are only meant for domestic militaries. 
Governments want strong defense industries and believe that competitiveness increases with 
exports. Participants noted that the current controls on the export of strictly military items as 
well as dual-use by design items are not particularly effective.  
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 It was noted that Indonesia is not necessarily producing or importing all these chemicals—the regulations 
included all the chemicals covered by the Convention even if they were not produced or imported by the domestic 
chemical industry. 
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Concerns about SMEs and On-line Marketplaces 
Roundtable participants also considered how many of the growing sectors utilizing sensitive 
dual-use commodities would likely include significant numbers of small and medium sized 
enterprises (SMEs). Raising SME awareness about the importance of managing sensitive 
materials is a major challenge for many governments, including traditional supplier states that 
have had established systems for decades. In the Southeast Asian context, the majority of SMEs 
are unlikely to be aware that products they develop or trade in may be dual-use and therefore 
have security implications. The ease of on-line market places in bolstering exports from regional 
SMEs is making the lack of awareness on the dual-use issue increasingly problematic. SMEs are 
less likely to recognize that their products require controls, are less likely to be familiar with the 
relevant licensing procedures, and are less able to recognize “red flags” that might be raised at 
larger companies regarding suspicious transaction requests. Roundtable participants felt that 
reaching out to SMEs as well as local-based online market places would be essential for creating 
effective trade management systems in their countries.  
 
Industry Awareness Versus Increased Regulations 
Some participants were quick to note that governments in the region, including Indonesia, are 
concerned about the misuse of strategic goods and are striving to balance safety and security 
concerns and economic development. The concern remains in ASEAN capitals that relying too 
heavily on increased export control regulations will hamper economic growth. There was a 
particular concern about how increasing export control regulations might impact SMEs, which 
constitute a major driver of economic development in the region.  
 
Although most participants recognized the need for greater controls as technical capacity grew, 
concerns were raised that increased regulation would not necessarily create more effective 
systems and might eventually hinder overall economic growth. Participants noted that 
government agencies working with certain sectors are actually trying to de-regulate industry to 
spur development and growth; additional regulations for trade controls at a time when 
governments are attempting to keep GDP growth steady might not be readily accepted.  To 
deal with this potential conflict in efforts to manage sensitive materials, the roundtable 
discussions centered on how to best educate industry about the security concerns related to 
these dual-use commodities and the potential benefits from robust attention to dual-use 
goods. In the case of chemical industry, a number of participants noted that industry did not 
always understand or analyze the by-products of the processes that were undertaking. 
However, participants from chemical industry noted safety and physical security of chemical 
facilities had been improved by internationally accepted industry standards such as 
“Responsible Care.”99 The model of this voluntary system of standards was highlighted by 
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 “Responsible Care” was launched in 1985 by the Chemistry Industry Association of Canada and now has a global 
presence and has been adopted by “around 60 national chemical manufacturing associations and thousands of 
chemical manufacturing sites worldwide.” The voluntary initiative aims at improving performance, communication 
and accountability in chemical industry around the world and commits companies to “improve the environmental, 
health, safety and security performance of their products and processes.” 
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participants as one way that security and nonproliferation norms can be adopted by domestic 
companies. 
 
Meeting Outcomes and Next Steps  
The discussions at the roundtable helped the CNS research team correct and improve upon 
initial findings of the project’s research and analysis. In this way, the event clearly met the goals 
the team had set for the meeting. The event also had a number of benefits and positive 
outcomes that were not predicted by the organizers. In particular, numerous participants 
commented that the discussions had been particularly helpful because of its interdisciplinary 
nature which allowed individuals from different sectors to share experiences and 
understanding on the dual-use challenges facing the region. Many participants commented that 
it would be helpful to have more of these types of meetings in the region that aim to raise 
awareness about dual-use materials and provide regional actors with best practices to follow.  
Regarding the initial research that was presented to the group, the project team received 
ample validation that the findings up to that point were on track and that the sectors already 
identified warranted continued analysis. Discussions at the roundtable highlighted the 
significance of a few sectors that had not originally been listed—namely agrochemicals, defense 
products and electronics. The discussions also highlighted that aerospace, chemical and oil and 
gas sectors were of particular interest in the region—considering their significant reliance on 
dual-use commodities—and should be given special attention in remaining research to be 
undertaken in this project. Participants also noted the importance of understanding how on-
line marketplaces and the increasing popularity of additive manufacturing in Southeast Asia 
may impact nonproliferation efforts.  
The roundtable concluded with a discussion of next steps and possible recommendations for 
regional actors and international partners. Many participants highlighted the importance of 
raising awareness in relevant sectors, while downplaying the need for significant additional 
regulations. Participants noted that industry associations could play an increased role in the 
region with raising awareness on the security challenges posed by the increased prevalence of 
dual-use commodities. Similar to how chemical industry had taken on voluntary guidelines for 
safety in the Responsible Care initiative, participants felt that domestic and regional industry 
associations could foster compliance with dual-use management concepts through wider 
outreach and sharing of best practices. Industry teaching industry was also seen as useful, and 
it was suggested that larger global firms with facilities in the region could provide information 
and help to smaller companies in order to foster a stronger compliance culture. 
Some participants noted that countries without an established trade management system 
might be penalized as they tried to move up the technological ladder, and their domestic firms 
might see their access to sensitive dual-use equipment from foreign suppliers limited. In this 
way, trade compliance for industries would be seen as a means of trade facilitation and not an 
unnecessary burden.  Participants seemed to generally agree that the earlier countries in the 
region begin creating an effective system and working with domestic industries, the more likely 
that they would be able to avoid painful mistakes in the future. Although regional bodies like 
ASEAN were not interested in taking a leading role, other groups with a business focus – like 
48 
chambers of commerce—would be well suited to take a more active role and begin to build 
consensus for effective systems in the region that could balance the trade and security needs. 
Support from the business community will be essential for helping pressure governments to 
build more effective systems.  
  
49 
Roundtable Discussion on Forecasting Industrial Development  
& Dual-Use Capabilities in Southeast Asia 
September 29, 2015; Hotel Borobudur, Bangka Room, 3rd Floor  
Agenda 
 
09:45 Introductions and Overview of Topics to be Discussed 
 Ms Stephanie Lieggi, James Martin Center for Nonproliferation Studies (CNS) 
10:00 Current Status of Dual-Use Technologies in the Region and Related Controls 
 Mr George Tan, President, Centre for Asia Pacific Trade Compliance and Information 
Security (CAPTCIS) 
 Mr Lino Arboleda, Export Specialist – Asia, General Electric 
11:00 Outlook for Growth of Industries with Dual-Use Implications 
 Representative of the Federation of Indonesia Chemical Industry 
 Mr Reski Kurnia Ilahi, Ministry of Foreign Affairs of the Republic of Indonesia 
13:30 Overview of Research Methodology 
 Ms Catherine Dill, CNS 
13:45 Regional Development in High-Tech and Advanced Manufacturing 
 Ms Curie Maharanie, BINUS University 
 Mr Mario Masaya, US-ASEAN Business Council  
15:00 Wrap-up and Preliminary Results of Discussion 
 Open discussion moderated by Ms Stephanie Lieggi 
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Attachment 2: Likely Dual-use HS Codes 
Reviewed in Study 
 Harmonized System (HS) Code  
 Cateogry Description 4-digit code 6-digit code Item Description 
Inorganic chemicals; 
organic or inorganic 
compounds of precious 
metals, of rare-earth 
metals, of radioactive 
elements or isoptopes 
28.26   
Inorganic chemicals: fluorides; fluorosilicates, 
fluoroaluminates and other complex fluorine 
salts 
  2827.20 calcium chloride 
  2827.31 magnesium chloride 
  2827.32 aluminium chloride 
  2827.35 nickel chloride 
  2827.39 other chlorides 
  2827.41 
chloride oxides and chloride hydroxides of 
copper 
  2827.49 other chloride oxides and chloride hydroxides 
28.29 
 
Chlorates and perchlorates; bromates and 
perbromates; iodates and periodates  
28.30 
 




Dithionites and sulphoxylates 
  2834.29 other nitrates and nitrites 
  2835.10 Phosopinates (hypophosphites) 
28.37 
 




Radioactive chemical elements and 
radioactive isotopes and their compounds, 
mixtures, and residues containing these 
products 
  2845.1 Heavy water 
28.48   
Phosphides, whether or not chemically 




  2905.51 Acyclic alcohols: Ethchlorvynol (INN) 
 
2905.59 
Other halogenated, sulphonated, nitrated or 
nitrosated derivatives of acyclic alcohols 
 
2921.11 




Other acyclic monoamines and their 
derivatives 
 
2921.21 Ethylenediamine and its salts 
 
2921.22 Hexamethylenediamine and its salts 
 
2930.9 Other organo-sulphur coumpounds 






36.02   




38.18   
Chemical elements doped for use in 
electronics, in the form of discs, wafers or 
similar forms; chemical compounds doped for 
use in electronics 
38.21   
Prepared culture media for the development 
or maintenance of micro-organisms (including 
viruses and the like) or of plant, human or 
animal cells 
Glass and glassware   7017.10 
Laboratory oe oharmaceutical glassware of 
fuzed quartz or other fused silica 
70.20   Other articles of glass 
Articles of iron and steel 
73.09   
Iron and steel reservoirs, tanks, vats and 
similar containers for any materials of a 
capacity exceeding 300 l 
  7310.10 Tanks and casks of a capacity of 50 l or more 
Nickel and articles 
thereof 
75.01   
Nickel mattes, nickel oxide sinters and other 
intermediate products of nickel metallurgy 
75.04   Nickel powders and flakes 
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Aluminum and articles 
thereof 
76.03   Aluminium powders and flakes 
76.04 
 
Aluminium bars, rods and profiles 
76.08 
 
Aluminium tubes and pipes 
76.11   
Aluminium reservoirs, tanks, vats and similar 
containers, for any material of a capacity 
exceeding 300 l 
Other base metals; 
cermets; articles thereof 

























81.12   
Beryllium, Chromium, germanium, vanadium, 
gallium, hafnium, indium, niobium, rhenium 
and thallium 
Nuclear reactors, 
boilers, machinery and 
mechanical appliances; 
parts thereof 
84.01   
Nuclear reactors, fuel elements (cartridges), 
non-irradiated, for nuclear reactors; 




Turbo-jets, turbo-propellers and other gas 
turbines 
 
8412.10 reaction engines other than turbo-jets 
 
8414.10 vacuum pumps 
 
8443.31 
Machines which perform two or more of the 
functions of printing, copying or facsimile 
transmission, capable of connecting to an 




Other, capable of connecting to an automatic 
data processing machine or to a network 
84.56 
 
Machine tools for working any material by 
removal of material, by laser or other light or 
photon beam, ultrasonic, electro-discharge, 
electro-chemical, electron beam, ionic-beam 




8457.10 Machining centres 
 
8457.20 Unit construction machines (single station) 
 
8458.11 Horizontia lathesl, numerically controlled 
 
8458.91 Other lathes, numerically controlled 
 
8459.31 




















Gear cutting, gear grinding or gear finishing 
machines for planing 
 
8462.21 
Forging, die-stamping, bending, folding 
machines, numerically controlled 
 
8462.31 shearing machines, numerically controlled 
 
8462.41 
punching or notching machines, numerically 
controlled 
 
8482.10 Ball bearings 
84.86   
Machines and apparatus of a kind used solely 
or principally for the manufacture of 
semicondctor boules or wafers  
Electrical machinery and 
equipment and parts 
thereof; sound recorders 
and reproducers, 
television image and 
sound recorders and 
reproducers, and parts 
and accessories of such 
articles 
85.05   
Electro-magnets; permament magnets and 
articles intended to become permanent 
magnets after magnetisation 
 
8506.10 
Manganese dioxide primary cells and 
batteries 
 
8506.30 Mercuric oxide primary cells and batteris 
 
8506.40 Silver oxide primary cells and batteries 
 
8506.50 Lithium primary cells and batteris 
 
8506.60 Air-zinc primary cells and batteries 
 
8506.80 Other primary cells and primary batteries 
 
8514.20 
Industrial or laboratory furnaces and ovens 
functioning by induction or dielectric loss 
 




Other equipment for the heat treatment of 




8517.18 Other telephone sets 
 
8517.61 Base stations 
 
8517.62 
Machines for the reception, conversion and 
transmission or regeneration of voice, images 
or other data 
85.25 
 
Transmission apparatus for radio-
broadcasting or television 
85.26 
 
Radar appartus, radio navigational aid 
appartus and radio remote control apparatus 
 
8532.10 
Fixed capacitors designed for use in 50/60 Hz 
circuits 
 
8532.23 Ceramic dielectric, single layer fixed capacitor 
 
8532.24 Ceramic dielectric multilayer fixed capacitor 
 
8532.25 Dielectric of paper or plastics fixed capacitor 
 
8532.29 Other fixed capacitors 
 




8540.20 Television camera tubes 
 
8540.40 Data/graphic display tubes, monochrome 
 
8540.60 Other cathode-ray tubes 
 
8541.90 
Parts for diodes, transistors and similar 
semiconductor devices 
85.42   Electronic integrated circuits 
Aircraft, spacecraft, and 
parts thereof 
88.02   
Other aircraft and suborbital and spacecraft 
launch vehicles 






precision, medical or 
surgical instruments and 
apparatus; parts and 
accessories thereof 




9013.20 Lasers, other than laser diodes 
 
9014.80 





9015.20 Theodolites and tachymeters 
 
9015.40 Photogrammetrical surveying instruments 
 
9015.80 




Other breathing appliances and gas masks 
 
9026.20 
Instruments and apparatus for measuring or 
checking pressure 
 
9026.80 Other instruments and apparatus 
 
9027.10 Gas or smoke analysis apparatus 
 
9027.30 
Spectrometers, spectrophotometers and 
spectrographs using optical radiations 
 
9030.82 
Other instruments and apparatus for 
measuring or checking semiconductor wafers 
or devices 
 
9031.10 Machines for balancing mechanical parts 
 
9031.41 
Machines for inspecting semiconductor 
wafers or devices for inspecting photomasks 
or reticles used in manufacturing 
semiconductor devices 
  9031.49 Other optical instruments and appliances 
Miscellaneous 
manufactured articles 
96.17   
Vacuum flasks and other vacuum vessels, 
complete with cases; parts thereof other than 
glass inners 




Attachment 3: Growth of Trade in Likely Dual-
Use Categories  
The graphs below show rough growth trends in the HS codes listed in attachment 2 based on UN 
Comtrade data for the five ASEAN countries chosen for this research—Indonesia, Malaysia, the 
Philippines, Thailand and Vietnam for the years 2009-2014. Note that at time of data analysis Vietnam’s 
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